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	Job Evaluation Code
	1893



	Job Title
	Systems Support/ Developer Analyst (Microsoft 365)

	School/Directorate
	University IT

	Job Grade
	6

	Career Pathway
	MPSS

	Job Title (Advert)
	Microsoft 365 Developer


	Variable (Job text on Core)
	Microsoft 365


	Owner
	Assistant Director Solutions



	Post Responsible To
	Senior System Support/Developer Analyst



Advert
	
We want to make Cardiff University an institution that is respected the world over. Our vision is to be a world-leading, research-excellent, educationally outstanding university, driven by creativity and curiosity, which fulfils its social, cultural and economic obligations to Cardiff, Wales, the UK and the world. We expect to improve our standing as one of the top 100 universities in the world and the top 20 in the UK.  Ensuring the security of our research, teaching and administrative systems and their data from theft, compromise and corruption is of crucial importance to enable us to achieve our vision.
University IT provides critical support to c7,000 staff, 30,000+ students, and 38 academic and professional service schools and departments. The needs of learning and teaching, research and core services present an ever-changing set of challenges in an organisation that is constantly evolving. We support the University to deliver its strategy.
Opportunity
An opportunity has arisen within the Microsoft 365 team. The role holder will contribute to the operational support, administration and continuous improvement of Microsoft 365 services and associated communication and collaboration technologies. Acting as a technical specialist, they will provide advanced support for complex incidents, service requests and technical issues, taking ownership through to resolution while ensuring services meet agreed service levels, security requirements and organisational objectives.

The role holder will undertake technical, analytical and development activities to enhance the functionality, reliability and user experience of Microsoft 365 and related platforms. This includes developing and maintaining solutions, automations and integrations, evaluating and implementing new capabilities, identifying service improvements, and contributing to projects and technical change initiatives.

Working with colleagues, suppliers and stakeholders across the University, the role holder will provide expert technical advice and guidance, maintain technical documentation and knowledge resources, and help develop operational standards and procedures.

Applying a broad understanding of Microsoft 365 and related technologies, the role holder will analyse business and technical requirements, troubleshoot complex issues, and support the delivery of secure, reliable and scalable services. They will also contribute to service innovation and the ongoing development of collaboration and communication technologies across the University.

The position is full time and open ended.
 
Salary:  £41,064 to £46,049 per annum (Grade 6)
 
Appointments to roles at Cardiff University are usually made at bottom of scale unless in exceptional circumstances 




Duties and Responsibilities
	Main Function

The position is based within University IT where the role holder will work as part of a professional service delivery team dedicated to the provision of an efficient, effective, customer focused and quality driven IT service to all staff and students across the University.

The job requires the role holder to:

· Support and develop the Microsoft 365 service, in line with business requirements.

· Contribute to a centre of expertise within the organisation, taking responsibility for the development and maintenance of complex technical systems. 

· Take responsibility for the specification and design of large or complex systems.  Resolving issues independently where they fall within set role objectives.
· Agree appropriate design standards, methods and tools in consultation with senior management. 

· Ensure that all work is documented using the appropriate standards, methods and tools, including prototyping tools where appropriate.

· Maintain market awareness, assess software packages on their ability to meet all or parts of specified requirements and advise colleagues and management on their technical suitability. 

· Liaise with colleagues where appropriate on cost benefit analyses, risk analyses and development plans.

· Liaise with external suppliers and contribute to the assessment and selection of suitable software packages to meet all or parts of specified requirements.

· Maintain an awareness of operational requirements especially in terms of service levels, availability, response times, security and repair times.

· Provide technical expertise, advice and guidance on all aspects of design and technology within your remit.

· Review technology costs against planned budgets, liaise with technology suppliers of equipment, software and services to maximise value and return on investment.

· Ensure that all tasks and procedures are carried out effectively and efficiently to agreed levels of service. Produce statistics for use in measuring key performance indicators (KPIs).

· Receive, log and prioritise support requests in accordance with agreed criteria and the needs of the organisation, escalating requests to development staff or suppliers where appropriate.

· Ensure that problems are managed in accordance with agreed standards and processes, and that escalation procedures are adhered to, ensuring that complex and high impact problems are dealt with effectively. 

· Work within matrix-teams of staff across the organisation to deliver enhanced technology solutions to the University. Provide advice and guidance where necessary.

· Plan and deliver small scale projects, consult with and advise Project Managers to help them plan, prioritise and set project milestones to ensure that resources are appropriately deployed in order to meet deadlines. 

· Establish relationships with key contacts to ensure role objectives are met, developing appropriate communication links with internal and external stakeholders as required.

· Create specific working groups from colleagues across the University to achieve departmental objectives.

· Abide by University policies on health and safety and equality and diversity.  

· Perform other duties occasionally which are not included above, but consistent with the role. Complete tasks normally associated with junior colleagues to meet operational demands, undertake duties associated with a more senior role for developmental purposes 

Where the role requires staff management and leadership the following responsibilities will also apply: 
 
· Manage performance, inductions and development of staff under the line management of the role holder. Support and guide team members in welfare issues, escalating as necessary to specialist support areas.  

Current Technologies :
Microsoft 365, PowerShell, SMTP, Campaign Monitor





Important note: It is the University’s policy to use the person specification as a key tool for short-listing. Candidates should evidence that they meet ALL of the essential criteria as well as, where relevant, the desirable. As part of the application process you will be asked to provide this evidence via a supporting statement. Please ensure that the evidence you are providing corresponds with the numbered criteria outlined below. Your application will be considered based on the information you provide under each element. When attaching the supporting statement to your application profile, please ensure that you name it with the vacancy reference number, e.g. Supporting Statement for ID639

Person Specification 
	Essential Criteria (maximum of 10)

	Qualifications and Education

1. Degree/NVQ 4 or equivalent / Professional membership/experience

Knowledge, Skills, and Experience

2. Experience of administering a large Microsoft 365 environment with demonstrable knowledge of Exchange Online, SharePoint Online and Microsoft Teams. Knowledge of security, identity and data protection principles in cloud services
3. Demonstrable experience of utilising PowerShell for system administration, automation and reporting.
4. Proven experience in developing new processes and procedures and of utilising toolsets for monitoring, auditing and reviewing service support performance.
5. Excellent and proven relationship management skills with experience of managing the requirements of stakeholders

Customer Service, Communication and Team Working
6. Proven ability to shape developments through active participation within teams and groups.
7. Excellent interpersonal, communication and organisational skills. Able to document complex technical solutions in a logical and clear framework that can be readily understood by others.
8. Proven ability to develop networks in order to contribute to long term developments.

Planning, Analysis and Problem Solving
9. Demonstrable knowledge and experience in problem, error and knowledge management analysis, resolution and delivery techniques.
10. Evidence of ability to undertake and deliver specific projects and supervise short term project teams, and ability to be flexible to prioritise workload under pressure.


	Desirable Criteria 

	
11. Linux command line administration skills
12. Linux Mail Transport Agent administrative experience (e.g., EXIM)
13. Management qualification in ITIL, or similar.
14. Ability to speak Welsh or willingness to learn.




Additional Information
	
As an employee of Cardiff University the post holder will:  
 
 •            Ensure compliance with legal and regulatory requirements in respect of equality and diversity, data protection, copyright and licensing, security, financial and other University policies, procedures and codes as appropriate.  
 
 •            Take reasonable care for the health and safety of yourself and of other persons who may be affected by your acts or omissions at work in accordance with the Health and Safety at Work Act 1974, EC directives and the University’s Safety, Health and Environment Policies and procedures and to cooperate with the University on any legal duties placed on it as the employer.   
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