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	Job Evaluation Code
	000010



	Job Title
	Compliance and Risk Advisor– Data Protection 

	Department
	University Secretary’s Office 

	Job Grade
	6

	Career Pathway
	MPSS



Organisation Structure 
	
Insert Org Chart if available

	Post Responsible To
	Senior Compliance and Risk Advisor – Information Governance and Data Protection Officer



Job Purpose
	To provide specialist advice on legal and regulatory compliance in the areas of Data protection and Information Security strategy.

To support the Senior Compliance and Risk Advisor – Information Governance Data Protection Officer by undertaking specific projects and deputising in their absence.

To support the work of the Compliance and Risk team by regularly reviewing existing policies, following established processes, and undertaking information incident reviews




Duties and Responsibilities
	
Key Duties
· To provide professional advice and guidance on data protection and information security, ensuring complex issues and risks are understood, to include utilizing tools such as data processing and agreements, privacy notices and data protection impact assessments.
· To plan and deliver specific projects relating to data protection requirements, coordinating, and supervising project teams created as needed.
· To act as deputy for the DPO under their instruction, to include working with the Information Commissioner’s Office.
· To support the DPO by leading the operational co-ordination of personal data breaches and information security incidents using the established process, escalating where necessary.
· To participate in university governance groups, task and finish working groups and any others as requested to provide reports, advice and instruction in relation to data protection and information security.
· To formulate, promote, implement and co-ordinate policies, procedures, and best practice in the areas of data protection, information security and confidentiality with respect to all aspects of the University’s activities where required.
· To support the Senior Compliance and Risk Advisor – Information Governance and Data Protection Officer and the Head of Compliance and Risk in providing advice, guidance, and support in the development of strategy, policies and plans, providing evidence for decision-making.
· To work collegiately with Compliance and Risk colleagues in creating, supporting and maintaining a network of colleagues from across the University to disseminate developments in data protection legislation to build information governance knowledge throughout the University.
· To proactively create and maintain guidance and materials on data protection and other areas of information governance for an internal and external audience, collaborating with colleagues across the university, using judgement and creativity.
· To develop and deliver training as required.

General Duties

· Undertake a variety of administrative duties to support the department.
· Support Information Governance colleagues where required, including the Information Request Service in providing advice and guidance and to provide resilience for the Compliance and Risk Advisor – Information Request Service
· Ensure that an understanding of the importance of confidentiality is applied when undertaking all duties.
· Abide by all University policies.
· Perform other duties occasionally which are not included above, but which will be consistent with the role.


	




Person Specification 
	Essential Criteria 

	
Qualifications and Education
1. Degree/NVQ 4 OR Equivalent – e.g. Professional membership/relevant data protection experience or relevant Data protection qualification
Knowledge, Skills and Experience
2. Substantial knowledge and experience of working on data protection and information security
3. Able to demonstrate professional knowledge to give advice and guidance to internal and external customers
4. Proven experience in developing new processes and procedure

Customer Service, Communication and Team Working

5. Ability to communicate conceptually detailed and complex information effectively and professionally with a wide range of people
6. Evidence of ability to explore customers’ needs and adapt the service accordingly to ensure a quality service is delivered
7. Proven ability to develop networks in order to contribute to long term developments

Planning, Analysis and Problem solving

8. Evidence of ability to solve expansive problems using initiative and creativity, identify and propose both practical and innovative solutions
9. Evidence of demonstrable knowledge of key advances within the requirements of the planning and intelligence team
10. Evidence of ability to undertake and deliver specific projects and supervise short term project teams


	Desirable Criteria 

	11. Knowledge and experience of working in other areas of information governance (Freedom of Information requests, Environmental Information Requests, Records Management)
12. Relevant Postgraduate/Professional qualification
13. A broad understanding of the Higher Education environment and the pressures and opportunities faced by universities
14. Fluency in Welsh, written and oral



Additional Information
	Individuals will be given the opportunity to continuously develop in their roles, so that they can experience a greater range of activities and can bring new ideas and initiatives to functions within their teams. Cross functional working is required so that customers experience an effective and efficient service, enhancing the reputation and output of the service.

While undertaking your role, you will be expected to take responsibility for delivering your objectives, contributing to team and departmental objectives and building relationships with other teams. You will demonstrate high standards and will expect team members to work to the best of their ability, by giving feedback and managing performance.

You will communicate openly, engendering a culture of trust, respect and a team that puts the customer at the centre of everything that we do.
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